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Introduction 
 
1. Internal Audit is an independent and objective assurance and consulting function. The 

shared team undertake reviews over the course of the year that are designed to evaluate 
and improve the Council’s internal control, governance and risk management processes. 
Each individual review contributes towards the Chief Audit Executive’s overall opinion on 
systems of risk management, governance and control provided at the end of the year.  

 
2. This report provides Members with an update on internal audit activity, and, most 

importantly, its outcomes, against the Plan that was agreed by Members of this Board in 
March 2022. 

 
3. It also seeks to enable the Board to discharge its responsibility to provide oversight of the 

quality and effectiveness of the Internal Audit Partnership. The Key Performance 
Indicators for Quarter 2 are provided in Annex A.  

 
Internal Audit Progress Update  

4. The approved 2022/23 Internal Audit Plan is divided into two priority levels according to 
their risk to the organisation. The high priority list contains the audits that are priorities 
for completion and we committed to undertake all of these audits. The medium priority 
list contains additional audits that we will select as the risk profile dictates throughout the 
year. We committed to delivering 9 of these audits in the audit plan. 

 
5. As a result of a change in Audit Manager and an Auditor vacancy and other staff absences 

during the year, we were unable to complete the 2021/22 audit plan in time for the Audit 
Manager’s annual opinion which was delivered in July. There were 7 audits left 
outstanding and our progress to date has been towards completing those projects. The 
table below details the progress made since the annual report: 

 
Audit Title Current Status Assurance 
Environmental Enforcement  Complete Reasonable 
Covid-19 Response & Recovery Complete Reasonable 
IT Governance Complete Limited 
Emergency Planning Complete Limited 
Information Security  Complete Reasonable 
Planned Maintenance Review  
Staff Wellbeing Review  
 

 



3 

6. In the previous update report which was delivered in March 2022, we reported that we 
were fully staffed and should be able to complete the plan as expected.  Unfortunately, 
we have lost 2 Auditors and our Audit Support Officer since that report.  This has also 
significantly contributed to the delivery of the 2021/22 audit plan and the start of the 
2022/23 plan. 

7. We ran a recruitment exercise in May to recruit to one of the Auditor vacancies and 
unfortunately that was unsuccessful.  I am therefore working with Senior Management 
and HR to find the best way to resource the team and hope that should be successful in 
the coming months.  However, that currently leaves us with a significant gap in resources, 
some of which I plan to fill using contracted audit services.  Due to costs, I will not be able 
to match bought in services to the level of resource lost however, and so I am proposing 
a reduction in the number of medium priority audits we deliver for 2022/23. 

8. We have reviewed the current Audit Plan in light of changes described above, I believe we 
need to reduce the number of medium priority audits we deliver to 6 from the 9 previously 
proposed. The high priority audits remain appropriate for the risks the Council is facing 
and so I do not propose any changes to that list.  We therefore ask that Members approve 
the reduction in the audit plan. 

9. I have reviewed the 2022/23 audit plan and summarise our progress in the chart below.  
The issues raised above have meant that our focus in the first part of this audit year has 
unfortunately needed to be on completing 2021/22 work which explains our slow 
progress towards 2022/23 work.  As part of the chart below, you will see when we plan to 
complete the remainder of the plan. 
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Internal Audit Outcomes 

10. Since the annual report, we have completed 5 audits and have a further 2 at draft report 
stage.  I provide the summaries of the completed audits below along with their associated 
assurance ratings (definitions found at Annex B):  

Covid-19 Response & Recovery – Issued July 2022 

Reasonable 

The overarching objective of the audit was to undertake a review of the adequacy of the 
Council’s Covid and Economic Recovery Plans and the effectiveness of the Council’s Covid 
Response structures, processes and systems.  

We conclude based on our audit work that the controls in place relating to Covid Recovery 
and Response as per the scope of the review provide Reasonable assurance.  

Management Team took the Covid pandemic seriously with Covid restrictions and 
developments consistently and promptly communicated to staff throughout the pandemic.  
There was a Covid risk assessment which was reviewed and updated regularly at 
appropriate intervals. Members were also kept informed throughout. However, decision 
logs were not updated, the weekly MT minutes did include details of actions discussed at 
meetings but this did not form a full record. 

The table below summarises the recommendations raised and management’s response to 
these recommendations.  

Priority Ranking Number of audit 
actions Actions agreed 

Medium 1 1 
Total 1 1 
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IT Governance – July 2022 

Limited 

The objective of this audit was to provide an evaluation of, and an opinion on, the adequacy 
and effectiveness of the system of internal controls that are in place to manage and mitigate 
the risks associated with IT governance.  The audit was part of the 2021/22 approved Internal 
Audit Plan for Dartford Borough Council (Council). 

We conclude based on our audit work that the controls in place provide a Limited assurance 
on the Council’s IT governance arrangements.  

The ICT function has only recently formed under a new Head of ICT and Transformation, and 
therefore the following issues were noted: 

 Formal IT policies are not documented or communicated to staff in either IT or across the 
Council.  Aspects of this risk have already been noted by recent internal audits of Change 
Management and Disaster Recovery, but this finding extends beyond these topics to other 
key controls. 

 IT procurement procedures are not documented or defined, beyond the generic 
procurement procedures developed and overseen by the Council’s Finance function.  In 
addition the due diligence aspects of this extend to include related policies and 
procedures for the ongoing governance of third parties that process Council data. 

 A full IT strategy detailing approved technology with supporting analysis of the existing 
infrastructure, IT applications and an IT operating model is not documented.  The purpose 
of an IT strategy is to support how the Council’s corporate plan will be delivered from an 
IT perspective.   

 Cyber security training and related phishing tests to train staff against cyber-attacks have 
just commenced.  As these initiatives roll out, a supporting framework will be required to 
follow up with staff that do not complete the training and to retrain those that respond 
inappropriately to the phishing tests.  Supporting awareness material on cyber security 
risks is not provided to staff, but for the training and phishing activities to succeed, 
frequent bite-sized training is usually most effective. Further security training modules 
have been released to staff to address this issue recently.  

 Observations from the annual IT health checks were tracked in a remediation action plan 
until its submission with the public services network connection application, however as 
several vulnerabilities remained open, this was not subsequently updated.  Furthermore 
while vulnerability scanning occurs weekly, records are not maintained to demonstrate 
how these are assessed to identify those that are considered genuine or false positives. 
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A summary of the actions raised in the review are set out below: 

Priority Ranking 
Number of audit 

actions 
Actions Agreed 

High 2 2 

Medium 3 3 

Total 5 5 

 

Emergency Planning – September 2022 

Limited 

The objective of the audit was to review the effectiveness of controls over Dartford Borough 
Council’s (Council) emergency planning arrangements. 

We conclude, based on our audit work, that the controls in place provide LIMITED assurance 
on the Council’s controls for emergency planning.  

The Council's emergency response role sits within a larger framework of responders, 
coordinated through the Kent Resilience Forum (‘KRF’). Within the Council, Emergency 
Planning is overseen by the Enforcement and Regulatory Services Manager, with day-to-day 
activity delegated to the Taxi Licensing & Emergency Planning Officer. 

Communication and media have an important role in emergency planning in terms of 
ensuring that emergency planning information is communicated to the right channels and 
on time, ‘Public Warning and Informing’. There is regular communications to senior 
management on emergency planning matters by the Enforcement and Regulatory Services 
Manager and the Taxi Licensing and Emergency Planning Officer. This includes emails 
briefing KRF related meetings and announcements that may impact upon the council.  

We noted the following areas of key strengths: 

 There are regular updates and communication from the KRF to the Council regarding 
emergency planning information and activities.  

 There are briefings to the Leadership Team on emergency planning aspects that have a 
major influence/impact on the Council.  

Key area for development:  

 Capacity issue for the Taxi Licensing & Emergency Planning Officer should be resolved to 
provide time for emergency planning activities and improvement.  

 Roles and responsibilities should be detailed enough to reflect the role of every staff 
member who is involved in emergency planning and execution.  
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 Local emergency plans should be updated to provide sufficient governance and 
awareness to the Council. 

 Local training and desktop exercises are highly encouraged when there is a Council local 
requirement and to enhance the skills of emergency planning staff.  

 Emergency planning reporting to senior management can be enhanced via systematic 
and comprehensive reporting inclusive of all relevant areas of emergency planning. 

We have raised six recommendations resulting from our testing. The priority rating of these 
actions are set out below. 

Priority Ranking 
Number of audit 

actions 
Actions agreed 

High 1 1 

Medium 1 1 

Low 3 3 

Advisory 1 1 

Total 6 6 

 

Environmental Enforcement – October 2022 

Reasonable 

We conclude based on our audit work that the controls in place relating to Environmental 
Enforcement as per the scope of the review provide Reasonable assurance. We attach the 
definitions of our assurance ratings in Appendix A.  

The objective of the audit was to review the effectiveness of controls relating to contract 
management with LA Support Ltd, allocation of income derived from paid fines and value 
for money. 

During the year the council has developed a Policy which enables the Media and 
Communications team to publicise successful enforcement outcomes and prosecutions and 
will seek to ‘name and shame ‘ prolific offenders where appropriate.  

The Environmental Enforcement Team is experienced and knowledgeable in their area of 
expertise and is committed to maintaining a clean and safe environment for the benefit of 
everyone in the Borough. There is a good relationship between the Council and LA Support 
which has enabled successful enforcement outcomes.  However, there are no expected 
levels of performance included within the contract to enable the Council to monitor the 
contract in line with good contract management practice.   
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There are also difficulties in verifying the amount due to be paid to LA Support from Fixed 
Penalty Notice income which has resulted in the Council potentially overpaying 
approximately £5,000. 

A summary of our actions and management responses in table form: 

Priority Ranking 
Number of audit 

actions 
Actions agreed 

Medium 2 2 

Low 2 2 

Advisory 1 1 

Total 5 5 

 

Information Security – October 2022 

Reasonable 

The objective of the audit was to evaluate the adequacy and effectiveness of information 
security arrangements, including procedures for responding to data breaches.  

The overall framework in place to ensure the security of the Council’s information is 
generally sound. Policies and procedures are in place to support the framework and provide 
guidance, as well as training to give staff an overview of the legislation and their obligations. 
However, some policies and procedures require updating to ensure they reflect current 
legislation and associated practices.  

We found procedures at department level are designed to minimise the risk of information 
security breaches, and are largely effective. Our inspection of the Civic Centre outside 
working hours found a clear desk policy generally in operation. However, physical security 
controls, such as locked drawers and cupboards, should be improved to prevent 
unauthorised access to sensitive or personal documents.  

The process to record and investigate data breaches is sufficient. The introduction of a data 
breach incident form ensures a consistent approach is followed and adequate records are 
maintained. However, monitoring and reporting arrangements could be improved to ensure 
the Leadership Team has sufficient oversight over the data breach register and overall 
framework.   
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Priority Ranking 
Number of audit 

actions 
Actions agreed 

Medium 1 1 

Low 3 4 

Total 4 4 

 

Follow Up 

11. Internal Audit follows up all Critical, High, Medium and Low priority findings as they fall 
due. The below table shows the results of our follow up process for actions due in Quarter 
1 this financial year. All deferrals have been agreed in line with our procedures.  

 

Internal Audit Performance 

12. Audit Board has an important role to play in overseeing and ensuring the quality and 
effectiveness of Internal Audit, in order to assure themselves that Internal Audit makes a 
robust contribution to governance and that reliance can be placed on its conclusions. This 
oversight is facilitated through the Quality Assurance and Improvement Programme, 
which includes an action plan and performance indicators. The Quality Assurance and 
Improvement Plan was last presented in July 2022 and is due to be reported next in 
January 2023.  

13. Annex A contains the results of our Key Performance Indicators (KPIs) for Quarter 1 (April 
- June).  Our KPIs indicate a drop in performance which while concerning, is to be expected 
given the staffing issues described above. The main area for action remains the timeliness 
of audit delivery; the KPI shows that no audit reports are issued by the date given on the 
audit brief.  I believe we now understand the root cause of this issue and have put actions 
in place to address it meaning that there should be an increase in performance reported 
in January. 
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Conclusion  

14. We are looking to complete our work on the 2021/22 Internal Audit Plan shortly and have 
started making some progress towards the 2022/23 audit plan.  Our resourcing issues 
mean that we will not be able to deliver the full audit plan as expected in March 2022 but 
the adjustments suggested above should be achievable. Managers have agreed the 
recommendations for all issues raised and consequently there are no risks identified that 
will not be sufficiently mitigated once these are implemented.  

15. We would like to thank Officers, Managers and Members for their ongoing support and 
co-operation to enable us to deliver our work. 

Jennifer Warrillow 

Audit Manager  
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Annex A – Key Performance Indicators for Q1 (April – June 2022) 

Finance: Associated performance indicators Q1 (April-June) 

F1: Percentage of budgeted days taken to complete projects – Target 100%  Reported on a cumulative basis 

Indicator measures any variance between the days agreed on the final brief vs. the actual time coded 

177% 

F2: Chargeable days – Target 75%  Reported on a quarterly basis 

Indicator measures the actual chargeable activities against the assumptions made in the audit plan 

Average 71% 

F3: PSIAS conformance – Target ‘Generally Conforms’ (IIA definition)Reported annually  

Indicator measures effectiveness of the Quality Assurance & Improvement Programme (QAIP) to ensure 
compliance with professional Standards.  

To be reported at the end of 
2022/23 

Client satisfaction: Associated performance indicators Q1 (April-June) 

C1: Respondents satisfied with the overall audit experience – Target 90% Reported on a project by project basis 

Indicator measures Client satisfaction with how we undertook the work, and takes into account our 
professionalism, approach and competence  

1/1 63% 

C2: Respondents agreement with the audit actions – Target 90% Reported on a project by project basis 

Indicator measures Client agreement to the audit findings and resulting actions from our audit work 

18/18 100% 



12 

 

Internal processes: Associated performance indicators Q1 (April-June) 

I1: Percentage of draft audit briefs issued at least 10 working days before the start of fieldwork.  - Target 90%   
Reported on a project by project basis 

Indicator measures the effectiveness of our project planning and communications with the client 

2/3 67% 

I2: Percentage of draft audit reports issued by the date given on the final audit brief  - Target 70% Reported on a 
project by project basis 

Indicator measures the efficiency of our audit work, currency of our audit finding and effective engagement 
between Auditors and Clients  

0/9 0% 

I3: Time taken between issue of the DRAFT report and FINAL report – Target 15 working days  Reported on a 
project by project basis 

Indicator measures the effectiveness of our process to finalise audit reports and issue the report in a timely 
manner  

4/8 50% 

Learning & Development: Associated performance indicators Q1 (April-June) 

L1: Audit actions fully implemented within agreed timescales – Target 80%  Reported on a monthly basis 

Indicator measures the successful implementation of audit actions and the effectiveness of our follow-up process 

9/25 36% 

L2: Training & development days  - Reported annually 

Indicator measures our investment and time spent on training and development against the assumptions made in 
the audit plan 

14.89 Days  

(annual budget of 29 days) 
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Annex B - Definitions of Assurance ratings: 
 

OPINION DEFINITIONS 

Substantial Assurance 

 

 
A sound system of governance, risk management and control exists, 
with internal controls operating effectively and being consistently 
applied to support the achievement of objectives in the area 
audited. 
 

 

Reasonable Assurance 

 

  
There is a generally sound system of governance, risk management 
and control in place.  
 
Some issues, non-compliance or scope for improvement were 
identified which may put at risk the achievement of objectives in 
the area audited. 
 

 

Limited Assurance 

 
Significant gaps, weaknesses or non-compliance were identified.  
 
Improvement is required to the system of governance, risk 
management and control to effectively manage risks to the 
achievement of objectives in the area audited. 
 

 

No Assurance 

  
Immediate action is required to address fundamental gaps, 
weaknesses or non-compliance identified.  
 
The system of governance, risk management and control is 
inadequate to effectively manage risks to the achievement of 
objectives in the area audited. 
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